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Abstract

The metaverse represents an immersive and continuously evolving virtual reality that merges physical
and digital worlds through technologies such as virtual reality (VR), augmented reality (AR), and
artificial intelligence (Al). This paper provides a comprehensive review of the metaverse from an
information systems perspective, focusing on its key components, enabling technologies, cross-sectoral
applications, and emerging technical and ethical challenges. Through a systematic analysis of scholarly
literature, the study explores the integration of the metaverse in domains such as e-commerce,
education, healthcare, manufacturing, and entertainment. Additionally, it examines critical issues
including data privacy, cybersecurity, interoperability, and inclusivity. The review aims to guide future
research agendas, inform strategic development, and encourage responsible innovation as the metaverse
continues to shape digital and social landscapes.
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Introduction

The metaverse, a term coined in science fiction, envisions a persistent, shared, and
immersive virtual realm where users can interact with each other and digital objects in real-
time (Tukur et al., 2023). It represents a convergence of physical and digital realities, offering
a new paradigm for human interaction, economic activity, and information sharing (Othman et
al., 2024). The metaverse integrates extended reality technologies, encompassing virtual
reality, augmented reality, and mixed reality, to create immersive experiences where users can
virtually experience an alternate life through their avatars (Ali et al., 2023). The metaverse is
no longer just a hypothetical concept but a rapidly evolving reality, driven by technological
advancements and substantial investments from major tech companies. Its evolution is
intertwined with the progression of the internet towards Web 3.0, a new generation of the
internet. Its appeal lies in its potential to revolutionize various sectors, including gaming, social
networking, education, healthcare, and commerce, by providing unprecedented levels of
immersion and interactivity (Faroog et al., 2023; Wang et al., 2025). The metaverse facilitates
innovative approaches to employer branding through virtual reality experiences, enhancing
employer evaluation and attractiveness among potential job seekers (Bialkova & Ros, 2021).
While the metaverse promises many opportunities, it also presents significant challenges,
particularly in terms of technological infrastructure, interoperability, privacy, security, and
ethical considerations (Dwivedi et al., 2022).

The motivation for this review stems from the increasing interest and investment in
metaverse technologies, coupled with the need for a comprehensive understanding of its current
state and future potential. Practitioners and researchers have been actively discussing
metaverse platforms, but its full potential and meaning remain a subject of debate (Keith et al.,
2016). Academics, users, and companies have been showing increased interest in the
metaverse (Crespo-Pereira et al., 2023). This review aims to synthesize the existing literature
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on the metaverse from an information systems perspective, providing a structured overview of
its key components, enabling technologies, applications, and challenges. It is also driven by
the recognition that the metaverse is not just a technological phenomenon but also a social,
economic, and cultural one, requiring a holistic approach to its study and development. The
COVID-19 pandemic acted as a catalyst, accelerating the adoption of remote work, online
education, and virtual social interactions, further fueling interest in the metaverse as a potential
solution for these new realities (Rawat & Alami, 2023). This study examines the technical and
non-technical challenges, privacy, policy, and security concerns related to building the
metaverse's digital environment (Tukur et al., 2023). Moreover, the analysis aims to guide
future research directions, inform strategic decision-making, and promote responsible
innovation in this emerging domain.

To provide a comprehensive and structured analysis of the metaverse, this review
addresses the following research questions: What are the key components and enabling
technologies that constitute the metaverse ecosystem? This question explores the fundamental
building blocks of the metaverse, including hardware, software, platforms, and protocols that
enable its functionality. The scope of this review encompasses a broad range of topics related
to the metaverse, including its definition, history, key components, enabling technologies,
applications, challenges, and future directions.

Methodology

A systematic search of academic databases was conducted to identify relevant literature
on the metaverse, including Web of Science, Scopus, IEEE Xplore, and ACM Digital Library.
The literature was reviewed, focusing on scoping the design of digital and virtual environments,
and the metaverse. The extracted data was synthesized using a thematic analysis approach,
which involved identifying recurring themes and patterns in the literature. The synthesis
focuses on examining the literature from various angles and formulating a research agenda for
designing and developing virtual environments.

Conceptual Foundations of the Metaverse

The metaverse is conceptualized as a convergence of physical and digital realities, creating
a persistent, shared, and immersive virtual environment where users can interact with each
other and digital objects in real-time. Interoperability, a critical aspect, refers to the ability of
users to seamlessly move between different virtual worlds and platforms within the metaverse,
using the same avatar, digital assets, and identity (Zallio et al., 2023). The metaverse is
characterized by asset digitization, scope economics, industry universality, integrated
innovation, and the platform ecosystem (Song et al., 2023).

The concept of the metaverse has evolved over several decades, originating in science
fiction literature and gradually materializing through technological advancements. Early
visions of virtual worlds can be traced back to Neal Stephenson's 1992 novel "Snow Crash,"
which depicted a 3D virtual world where avatars of real people could interact. The metaverse
relies on a diverse range of hardware and software technologies to deliver immersive
experiences, including virtual reality headsets, augmented reality glasses, haptic devices, and
high-performance computing infrastructure. Robust networking and communication
technologies are essential for enabling real-time interactions and data transfer within the
metaverse, including high-bandwidth internet connectivity, low-latency networks, and
advanced communication protocols. Does the server architecture deliver sufficient power to
enable massive numbers of users to occupy the Metaverse without compromising the efficiency
of the system and the experience of the users? (Dionisio et al., 2013).

Data management and security are critical considerations for the metaverse, given the vast
amounts of user data generated and the potential for privacy breaches and cyberattacks. The
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metaverse utilizes psychology and medicine based on advanced Al/ML algorithms to analyze
and understand user behavior, which offers users a more immersive experience or can be used
in education, training, psychotherapy, and other fields (Rawat & alami, 2023). These
challenges also involve ethical and societal considerations, such as data privacy, security, and
the potential for misuse of personal information. Al algorithms drive numerous aspects of the
metaverse, including avatar creation, natural language processing, content moderation, and
personalized user experiences.

Applications in Information Systems
1. E-commerce and Virtual Marketplaces

The metaverse provides new opportunities for e-commerce and virtual marketplaces,
allowing businesses to create immersive shopping experiences, showcase virtual products, and
engage with customers in novel ways (Guan et al., 2023). Virtual marketplaces within the
metaverse enable users to buy, sell, and trade digital assets, such as virtual land, avatars, and
collectibles, creating new economic opportunities and revenue streams (Dong & Lee, 2022).
This can revolutionize how consumers interact with brands and make purchases, potentially
leading to increased engagement and sales conversions (Dwivedi et al., 2022; Guan et al.,
2023). The metaverse provides opportunities for e-commerce and education (Guan et al.,
2023). Users can participate in online education and training, participate in virtual art
exhibitions, and enjoy virtual trips, among others (Wu et al., 2023).

2. Education and Training

The metaverse has the potential to transform education and training by creating immersive
learning environments, simulating real-world scenarios, and providing personalized feedback
to students. The metaverse can be used to deliver remote education and training programs,
allowing students and trainees to access learning resources and interact with instructors and
peers from anywhere in the world (Kabilan, 2023). The platform fosters interaction among
students, educators, and digital objects, augmenting educational experiences through Al (Pyae
et al., 2023). Yet, considerations of user experience, privacy, and content creation necessitate
further exploration to completely realize the metaverse's educational potential (Pyae et al.,
2023). Addressing the challenges and ethical considerations is of utmost importance as the
metaverse advances, to ensure its safe and responsible assimilation into everyday life, most
importantly in education (Pyae et al., 2023). While the possibilities of employing the metaverse
for educational purposes are appealing, there's a need for usability and real-world application
in the sector (Almeman et al., 2025; Pyae et al., 2023). Digital resources offer interactivity and
portability, but they also pose technical, infrastructural, and managerial challenges (Pyae et al.,
2023). The metaverse can offer personalized learning experiences by analyzing student data
and identifying areas of strength and weakness (George & Wooden, 2023). The Metaverse
allows the curriculum to customize to the student’s needs (Belmonte et al., 2023; Kaddoura &
Husseiny, 2023; Zhang et al., 2022).

The metaverse facilitates a departure from traditional constraints of time and location,
offering unprecedented learning activities that allow learners to perceive, explore, and create
in novel ways (Zhang et al., 2022). In educational settings, the metaverse enables immersive
simulations, cultivates creativity and critical thinking, and delivers customized learning
experiences (Ali et al., 2025). Active involvement is encouraged in learning environments by
integrating education and entertainment (Kaddoura & Husseiny, 2023). The use of the
metaverse in education can take on many forms and have different purposes (Lopez-Belmonte
et al., 2023). Metaverses can offer experiences that overcome barriers in space, time, and costs,
but consideration must also be given to the threats that metaverses present (Dahan et al., 2022;
Han et al., 2023).

3. Healthcare




35 International Journal of Strategic Information Systems and Knowledge Applications
Vol. 1, No. 1, January 2026, pp. 32-41
https://doi.org/10.56861/jsiska.v1i1.182

The metaverse is being explored for various healthcare applications, including medical
training, remote patient monitoring, and virtual therapy (Lewis et al., 2024) (Suh et al., 2023).
Machine learning algorithms can analyze data generated within the metaverse to provide
insights into patient behavior, predict health outcomes, and personalize treatment plans
(Ebrahimzadeh & Safa, 2024). The metaverse can be used to create realistic simulations of
medical procedures, allowing surgeons and other healthcare professionals to practice their
skills in a safe and controlled environment.

4. Manufacturing and Supply Chain Management

The metaverse enables manufacturers to create digital twins of physical factories, simulate
production processes, and optimize supply chain operations (Al-Ghaili et al., 2022). In
manufacturing, the metaverse will provide the ability to design and test products virtually,
reducing the need for physical prototypes and accelerating the product development lifecycle.
The metaverse is an environment in which someone could see real and virtualized worlds (Al-
Ghaili et al., 2022). By enhancing efficiency, lowering costs, and improving transparency, this
change may have a substantial impact (Bag et al., 2023). The development of supply chains
and manufacturing processes is one area where the metaverse shows great promise.

5. Entertainment and Gaming

The metaverse offers new opportunities for entertainment and gaming, allowing users to
participate in immersive virtual experiences, interact with other players, and create their own
content. The use of virtual reality and augmented reality technologies can enhance the gaming
experience and provide players with a greater sense of presence and immersion. The metaverse
is seen as a platform through which experiences can be offered while also facilitating
interactions in the virtual world (Baker et al., 2023; Dong & Liu, 2022). The metaverse is being
utilized as a virtual venue where businesses may reach out to clients and offer them cutting-
edge, immersive experiences that transcend conventional constraints and limitations.

The fundamental building blocks of the metaverse
1. Hardware

The hardware components of the metaverse are what allow users to access and interact
with the virtual world. Virtual reality headsets, augmented reality glasses, and haptic devices
are examples of these. Optical communication technologies offer a promising path to meeting
the Metaverse's need for high data transfer rates and low latency (Belmekki et al., 2023). These
technologies enable users to fully experience the metaverse's immersive and interactive
qualities and create a seamless and engrossing digital experience (Kourtesis, 2024; Xu et al.,
2022). Brain-computer interfaces are also being investigated to improve user experience within
the metaverse, using a user's behavioral, psychological, physiological, and observation
information to improve the system's usability and performance (Zhu et al., 2023).
2. Software

The software components of the metaverse consist of the platforms, tools, and applications
that enable the creation, delivery, and management of virtual content and experiences (Al-
Ghaili et al., 2022). Game engines such as Unity and Unreal Engine are commonly used to
develop 3D environments and interactive experiences within the metaverse. Al-powered tools
can also automate content creation tasks, generate realistic avatars, and personalize user
experiences within the metaverse.
3. Platforms

Metaverse platforms provide the infrastructure and services that enable users to access,
explore, and interact with virtual worlds and digital content. These platforms often incorporate
features such as social networking, e-commerce, and content creation tools, allowing users to
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connect with others, create and share content, and participate in virtual economies (Lee et al.,
2021). These platforms offer a wide range of experiences and opportunities for users, from
attending virtual events and concerts to collaborating on projects and building virtual
businesses. The metaverse is a virtual environment that transcends and parallels the real world,
integrating the virtual and physical realms in terms of social, economic, and identity systems
(Wu et al., 2023). There are no longer any temporal or spatial constraints thanks to the virtual
world, which offers an immersive experience and makes it possible for users to take part in a
variety of activities.
4. Protocols

The metaverse is interoperable because of protocols that enable data, assets, and identities
to be transferred across different virtual worlds (Dionisio et al., 2013). Standardized protocols
for avatar representation, asset ownership, and data exchange are essential for ensuring
seamless interoperability between different metaverse platforms (Cheng et al., 2022).
Decentralized identity solutions based on blockchain technology enable users to manage their
digital identities and credentials across multiple metaverse environments.

Challenges and Future Research Directions

The metaverse faces significant technological challenges, including the need for higher
bandwidth, lower latency, and more powerful computing infrastructure (Hashash et al., 2023).
Developing more efficient rendering algorithms, compression techniques, and networking
protocols is crucial for improving the performance and scalability of the metaverse.
Advancements in artificial intelligence, computer vision, and natural language processing are
needed to create more realistic, interactive, and personalized metaverse experiences. In order
to guarantee ethical and safe Metaverse practices, more research is required to fully address the
social, economic, and legal issues.

The metaverse raises significant security and privacy concerns, including the risk of
identity theft, data breaches, and harassment. Robust security measures, such as encryption,
multi-factor authentication, and intrusion detection systems, are needed to protect user data and
prevent unauthorized access to metaverse environments. Privacy-enhancing technologies, such
as differential privacy and homomorphic encryption, can help protect user privacy while still
enabling data analysis and personalization (Calderon-Fajardo et al., 2024). It is important to
consider potential security and privacy concerns in the metaverse, and it has been suggested
that the most straightforward approach to addressing these concerns would be to restrict user
access; however, this strategy would negate the metaverse's benefits (Zhao et al., 2022).
Activities and interactions in the metaverse will generate massive amounts of data, which raises
privacy issues that will require careful development of governance decisions, privacy policies
and new community norms (Gomez-Zara et al., 2023).

Ensuring that the metaverse is accessible and inclusive to all users, regardless of their
abilities, backgrounds, or socioeconomic status, is essential for realizing its full potential.
Developing accessible hardware and software solutions, such as adaptive interfaces,
captioning, and sign language interpretation, is crucial for accommodating users with
disabilities. Promoting diversity and inclusion in the design and development of metaverse
content and experiences can help ensure that all users feel welcome and represented. Further
investigation is needed into the capacity of the Metaverse to reduce prejudice and precisely
replicate actual experiences (Monaco & Sacchi, 2023).

Future research opportunities in the metaverse span a wide range of disciplines, including
computer science, engineering, social sciences, and humanities. More investigation has to be
done on the Metaverse's capacity to simulate actual experiences and lessen bias (Mdénaco &
Sacchi, 2023). In order to comprehend and construct the Metaverse, thorough research into
these concerns will be helpful (Song et al., 2023). The metaverse offers opportunities for users
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to build financial wealth, create new things, and show a different side of themselves, but
consistency and interdisciplinary research are needed to develop the metaverse beyond a simple
3D environment (Dwivedi et al., 2022). The metaverse holds great promise for altering how
people interact with technology and one another, but it also presents significant challenges that
must be addressed to fully realize its potential (Al-Ghaili et al., 2022; Ménaco & Sacchi, 2023).
Additional research and case studies are needed to support and grow our knowledge of the
Metaverse because current knowledge and comprehension are mostly based on theories and
assumptions (Song et al., 2023). Addressing the security and privacy issues involved with
metaverse technologies requires considerable investments in education and training (Zhuk,

2024).

Conclusion

This review has provided a comprehensive overview of the metaverse, exploring its key
components, enabling technologies, applications, and challenges. The metaverse is a rapidly
evolving and transformative technology with the potential to revolutionize many aspects of our
lives. High-tech firms have entered the metaverse arena, with Meta being perhaps the most
well-known of those who have invested in the space (Cheng et al., 2022). The metaverse offers
immersive experiences by combining physical and digital reality, which is one of its main
characteristics. Interactions in the metaverse have the potential to promote community building
and social interaction, while also improving experiences across a range of industries, including
education, healthcare, and entertainment (Baji¢ et al., 2023; Sami et al., 2023).

The metaverse has significant implications for research and practice across a wide range
of disciplines. More research is required to fully address the social, economic, and legal issues
involved with Metaverse activities in order to guarantee ethical and safe Metaverse practices.
Researchers should focus on developing new technologies, applications, and business models
for the metaverse, while practitioners should focus on implementing and deploying metaverse
solutions in various industries and contexts. The travel sector, for instance, includes the
products, services, and experiences related to travel, lodging, entertainment, and the
appreciation of cultural, social, and environmental resources (Mdnaco & Sacchi, 2023).

As the metaverse continues to evolve, it is important to approach it with a critical and
interdisciplinary perspective, considering its potential benefits and risks, and ensuring that it is
developed and used in a responsible and ethical manner. To guarantee that the metaverse
develops in a secure and sustainable manner, there is an urgent need for strong governance,
ethical oversight, and inclusive design (Kontis & loannidis, 2025). Additional research on the
metaverse is required to address issues of security, privacy, accessibility, and inclusivity in
order to completely realize its potential.

References

Al-Ghaili, A. M., Kasim, H., Al-Hada, N. M., Hassan, Z., Othman, M., Tharik, J. H., Kasmani,
R. Md., & Shayea, 1. (2022). A Review of Metaverse’s Definitions, Architecture,
Applications, Challenges, Issues, Solutions, and Future Trends [Review of A Review
of Metaverse’s Definitions, Architecture, Applications, Challenges, Issues, Solutions,
and Future Trends]. IEEE Access, 10, 125835. Institute of Electrical and Electronics
Engineers. https://doi.org/10.1109/access.2022.3225638

Ali, M., Naeem, F., Kaddoum, G., & Hossain, E. (2023). Metaverse Communications,
Networking, Security, and Applications: Research Issues, State-of-the-Art, and Future
Directions. IEEE Communications Surveys & Tutorials, 26(2), 1238.
https://doi.org/10.1109/comst.2023.3347172



Maulana Muhamad Faisal, Nguyen Hoang
Metaverse: A State-of-the-Art Review in Information Systems
38

Ali, R. A, Soliman, M., Weahama, M. R., Assalihee, M., & Mahmud, 1. (2025). Investigating
continuous intention to use metaverse in higher education institutions: a dual-staged
structural equation modeling-artificial neural network approach. Smart Learning
Environments, 12(1). https://doi.org/10.1186/s40561-024-00357-y

Almeman, K., Ayeb, F. E., Berrima, M., Issaoui, B., & Morsy, H. (2025). The Integration of
Al and Metaverse in Education: A Systematic Literature Review. Applied Sciences,
15(2), 863. https://doi.org/10.3390/app15020863

Bag, S., Rahman, M. S., Srivastava, G., & Shrivastav, S. K. (2023). Unveiling metaverse
potential in supply chain management and overcoming implementation challenges: an
empirical study. Benchmarking An International Journal. https://doi.org/10.1108/bij-
05-2023-0314

Baji¢, 1. V., Saeedi-Baji¢, T., & Saeedi-Baji¢, K. (2023). Metaverse: A Young Gamer’s
Perspective. arXiv (Cornell University). https://doi.org/10.48550/arxiv.2307.10439

Baker, J., Nam, K.-C., & Dutt, C. S. (2023). A user experience perspective on heritage tourism
in the metaverse: Empirical evidence and design dilemmas for VR. Information
Technology & Tourism, 25(3), 265. https://doi.org/10.1007/s40558-023-00256-x

Belmekki, B. E. Y., Trichili, A., Ooi, B. S., & Alouini, M. (2023). Harnessing the Potential of
Optical Communications for the Metaverse. arXiv (Cornell University).
https://doi.org/10.48550/arxiv.2306.12822

Belmonte, J. L., Sanchez, S. P., Guerrero, A. J. M., & Aaunpdémovrog, I'. (2023). Metaverse in
Education: a systematic review [Review of Metaverse in Education: a systematic
review]. Revista de Educacién a Distancia (RED), 23(73). University of Murcia.
https://doi.org/10.6018/red.511421

Bialkova, S., & Ros, E. (2021). Enhancing Employer Branding via High-Tech Platforms: VR
and Digital, What Works Better and How? Management Revue, 32(2), 128.
https://doi.org/10.5771/0935-9915-2021-2-128

Calderon-Fajardo, V., Puig-Cabrera, M., & Rodriguez-Rodriguez, 1. (2024). Beyond the real
world: Metaverse adoption patterns in tourism among Gen Z and Millennials. Current
Issues in Tourism, 1. https://doi.org/10.1080/13683500.2024.2330675

Cheng, R., Wu, N., Chen, S., & Han, B. (2022). Will Metaverse be NextG Internet? Vision,
Hype, and Reality. arXiv (Cornell University).
https://doi.org/10.48550/arxiv.2201.12894

Crespo-Pereira, V., Sanchez-Amboage, E., & Membiela-Pollan, M. (2023). Facing the
challenges of metaverse: a systematic literature review from Social Sciences and
Marketing and Communication. ElI  Profesional de La Informacion.
https://doi.org/10.3145/epi.2023.ene.02

Dahan, N. A., Al-Razgan, M., Al-Laith, A., Alsoufi, M. A., Al-Asaly, M. S., & Alfakih, T.
(2022). Metaverse Framework: A Case Study on E-Learning Environment (ELEM).
Electronics, 11(10), 1616. https://doi.org/10.3390/electronics11101616

Dionisio, J. D. N., Burns, W. G., & Gilbert, R. (2013). 3D Virtual worlds and the metaverse
[Review of 3D Virtual worlds and the metaverse]. ACM Computing Surveys, 45(3), 1.
Association for Computing Machinery. https://doi.org/10.1145/2480741.2480751

Dong, H., & Lee, J. S. A. (2022). The Metaverse From a Multimedia Communications
Perspective. IEEE Multimedia, 29(4), 123.
https://doi.org/10.1109/mmul.2022.3217627

Dong, H., & Liu, Y. (2022). Metaverse Meets Consumer Electronics. IEEE Consumer
Electronics Magazine, 12(3), 17. https://doi.org/10.1109/mce.2022.3229180

Dwivedi, Y. K., Hughes, L., Baabdullah, A. M., Ribeiro-Navarrete, S., Giannakis, M., Al-
Debei, M. M., Dennehy, D., Metri, B., Buhalis, D., Cheung, C. M. K., Conboy, K.,
Doyle, R., Dubey, R., Dutot, V., Felix, R., Goyal, D. P., Gustafsson, A., Hinsch, C.,



39 International Journal of Strategic Information Systems and Knowledge Applications
Vol. 1, No. 1, January 2026, pp. 32-41
https://doi.org/10.56861/jsiska.v1i1.182

Jebabli, 1., ... Wamba, S. F. (2022). Metaverse beyond the hype: Multidisciplinary
perspectives on emerging challenges, opportunities, and agenda for research, practice
and policy. International Journal of Information Management, 66, 102542.
https://doi.org/10.1016/j.ijinfomgt.2022.102542

Ebrahimzadeh, F. M., & Safa, R. (2024). Unlocking the Potential of the Metaverse for
Innovative and Immersive Digital Care. arXiv (Cornell University).
https://doi.org/10.48550/arxiv.2406.07114

Farooq, M. S., Ishaqg, K., Shoaib, M., Khelifi, A., & Atal, Z. (2023). The Potential of Metaverse
Fundamentals, Technologies, and Applications: A Systematic Literature Review. IEEE
Access, 11, 138472. https://doi.org/10.1109/access.2023.3338627

George, B., & Wooden, O. S. (2023). Managing the Strategic Transformation of Higher
Education through Artificial Intelligence. Administrative Sciences, 13(9), 196.
https://doi.org/10.3390/admsci13090196

Gomez-Zard, D., Schiffer, P., & Wang, D. (2023). The promise and pitfalls of the metaverse
for science. Nature Human Behaviour, 7(8), 1237. https://doi.org/10.1038/s41562-023-
01599-5

Guan, J., Morris, A., & Irizawa, J. (2023). Cross-Reality for Extending the Metaverse:
Designing Hyper-Connected Immersive Environments with XRI. 2022 IEEE
Conference on Virtual Reality and 3D User Interfaces Abstracts and Workshops
(VRW), 305. https://doi.org/10.1109/vrw58643.2023.00071

Han, J., Liu, G., & Gao, Y. (2023). Learners in the Metaverse: A Systematic Review on the
Use of Roblox in Learning [Review of Learners in the Metaverse: A Systematic Review
on the Use of Roblox in Learning]. Education Sciences, 13(3), 296. Multidisciplinary
Digital Publishing Institute. https://doi.org/10.3390/educsci13030296

Hashash, O., Chaccour, C., Saad, W., Yu, C., Sakaguchi, K., & Debbah, M. (2023). The Seven
Worlds and Experiences of the Wireless Metaverse: Challenges and Opportunities.
arXiv (Cornell University). https://doi.org/10.48550/arxiv.2304.10282

Kabilan, S. J. (2023). Teaching and Learning in the Metaverse World: The Future of New-Gen
Education. Journal of Engineering Education/Journal of Engineering Education
Transformations/Journal of Engineering Education Transformation, 37(1), 134.
https://doi.org/10.16920/jeet/2023/v37i1/23139

Kaddoura, S., & Husseiny, F. A. (2023). The rising trend of Metaverse in education:
challenges, opportunities, and ethical considerations. PeerJ Computer Science, 9.
https://doi.org/10.7717/peerj-cs.1252

Keith, M., Babb, J., Furner, C. P., Abdullat, A., & Lowry, P. B. (2016). Limited Information
and Quick Decisions: Consumer Privacy Calculus for Mobile Applications. SSRN
Electronic Journal. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2840713

Kontis, A.-P., & Toannidis, S. (2025). Metaverse Tourism: An Overview of Early Adopters’
Drivers and Anticipated Value for End-Users. Tourism and Hospitality, 6(2), 86.
https://doi.org/10.3390/tourhosp6020086

Kourtesis, P. (2024). A Comprehensive Review of Multimodal XR Applications, Risks, and
Ethical Challenges in the Metaverse [Review of A Comprehensive Review of
Multimodal XR Applications, Risks, and Ethical Challenges in the Metaverse].
Multimodal Technologies and Interaction, 8(11), 98. Multidisciplinary Digital
Publishing Institute. https://doi.org/10.3390/mti8110098

Lee, L., Braud, T., Zhou, P., Wang, L., Xu, D., Lin, Z., Kumar, A., Bermejo, C., & Hui, P.
(2021). AIll One Needs to Know about Metaverse: A Complete Survey on
Technological Singularity, Virtual Ecosystem, and Research Agenda. arXiv (Cornell
University). https://doi.org/10.48550/arxiv.2110.05352



Maulana Muhamad Faisal, Nguyen Hoang
Metaverse: A State-of-the-Art Review in Information Systems
40

Lewis, K. O., Popov, V., & Fatima, S. S. (2024). From static web to metaverse: reinventing
medical education in the post-pandemic era [Review of From static web to metaverse:
reinventing medical education in the post-pandemic era]. Annals of Medicine, 56(1).
Informa. https://doi.org/10.1080/07853890.2024.2305694

Monaco, S., & Sacchi, G. (2023). Travelling the Metaverse: Potential Benefits and Main
Challenges for Tourism Sectors and Research Applications. Sustainability, 15(4), 3348.
https://doi.org/10.3390/su15043348

Othman, A., Chemnad, K., Hassanien, A. E., Tlili, A., Zhang, C. Y., Al-Thani, D., Altinay, F.,
Chalghoumi, H., Al-Khalifa, H. S., Obeid, M., Jemni, M., Al-Hadhrami, T., & Altinay,
Z. (2024). Accessible Metaverse: A Theoretical Framework for Accessibility and
Inclusion in the Metaverse. Multimodal Technologies and Interaction, 8(3), 21.
https://doi.org/10.3390/mti8030021

Pyae, A., Ravyse, W., Luimula, M., Pizarro-Lucas, E., Sdnchez, P. L., Dorado-Diaz, I. P., &
Thaw, A. K. (2023). Exploring User Experience and Usability in a Metaverse Learning
Environment for Students: A Usability Study of the Artificial Intelligence, Innovation,
and Society (ANS). Electronics, 12(20), 4283.
https://doi.org/10.3390/electronics12204283

Rawat, D. B., & alami, H. E. (2023). Metaverse: Requirements, Architecture, Standards, Status,
Challenges, and Perspectives. arXiv (Cornell University).
https://doi.org/10.48550/arxiv.2302.01125

Rawat, D. B., & Alami, H. E. (2023). Metaverse: Requirements, Architecture, Standards,
Status, Challenges, and Perspectives. IEEE Internet of Things Magazine, 6(1), 14.
https://doi.org/10.1109/iotm.001.2200258

Sami, H., Hammoud, A., Arafeh, M., Wazzeh, M., Arisdakessian, S., Chahoud, M., Wehbi, O.,
Ajaj, M., Mourad, A., Otrok, H., Wahab, O. A., Mizouni, R., Bentahar, J., Talhi, C.,
Dziong, Z., Damiani, E., & Guizani, M. (2023). The Metaverse: Survey, Trends, Novel
Pipeline Ecosystem & Future Directions. arXiv (Cornell  University).
https://doi.org/10.48550/arxiv.2304.09240

Song, C., Shin, S.-Y., & Shin, K.-S. (2023). Exploring the Key Characteristics and Theoretical
Framework for Research on the Metaverse. Applied Sciences, 13(13), 7628.
https://doi.org/10.3390/app13137628

Suh, I. H., Mckinney, T., & Siu, K. (2023). Current Perspective of Metaverse Application in
Medical Education, Research and Patient Care. Virtual Worlds, 2(2), 115.
https://doi.org/10.3390/virtualworlds2020007

Tukur, M., Schneider, J., Househ, M., Dokoro, A. H., Ismail, U., Dawaki, M., & Agus, M.
(2023). The metaverse digital environments: a scoping review of the challenges,
privacy and security issues [Review of The metaverse digital environments: a scoping
review of the challenges, privacy and security issues]. Frontiers in Big Data, 6. Frontiers
Media. https://doi.org/10.3389/fdata.2023.1301812

Wang, Y., Duan, B., Chen, X., Song, Y., & Liu, J. (2025). The application of metaverse in
mental health [Review of The application of metaverse in mental health]. Frontiers in
Public Health, 13. Frontiers Media. https://doi.org/10.3389/fpubh.2025.1463494

Wu, H., Hui, P., & Zhou, P. (2023). Deepfake in the Metaverse: An Outlook Survey. arXiv
(Cornell University). https://doi.org/10.48550/arxiv.2306.07011

Xu, M., Ng, W. C,, Lim, W. Y. B,, Kang, J., Xiong, Z., Niyato, D., Yang, Q., Shen, X., &
Miao, C. (2022). A Full Dive Into Realizing the Edge-Enabled Metaverse: Visions,
Enabling Technologies, and Challenges. IEEE Communications Surveys & Tutorials,
25(1), 656. https://doi.org/10.1109/comst.2022.3221119

Zallio, M., Ohashi, T., & Clarkson, P. J. (2023). Designing the Metaverse: a Scoping Review
to Map Current Research Effort on Ethical Implications. [Review of Designing the



41 International Journal of Strategic Information Systems and Knowledge Applications
Vol. 1, No. 1, January 2026, pp. 32-41
https://doi.org/10.56861/jsiska.v1i1.182

Metaverse: a Scoping Review to Map Current Research Effort on Ethical
Implications.]. AHFE International. https://doi.org/10.54941/ahfe1003935

Zhang, X., Chen, Y., Hu, L., & Wang, Y. (2022). The metaverse in education: Definition,
framework, features, potential applications, challenges, and future research topics
[Review of The metaverse in education: Definition, framework, features, potential
applications, challenges, and future research topics]. Frontiers in Psychology, 13.
Frontiers Media. https://doi.org/10.3389/fpsyg.2022.1016300

Zhao, R., Zhang, Y., Zhu, Y., Lan, R., & Hua, Z. (2022). Metaverse: Security and Privacy
Concerns. arXiv (Cornell University). https://doi.org/10.48550/arxiv.2203.03854

Zhu, H. Y., Hieu, N. Q., Hoang, D. T., Nguyen, D. N., & Lin, C. (2023). A Human-Centric
Metaverse Enabled by Brain-Computer Interface: A Survey. arXiv (Cornell
University). https://doi.org/10.48550/arxiv.2309.01848

Zhuk, A. (2024). Ethical implications of Al in the Metaverse. Al and Ethics.
https://doi.org/10.1007/s43681-024-00450-5



